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Abstract: This paper investigates how to 
interface the wireless application protocol 
architecture to the SCADA system running 
distributed network protocol (DNP) in a 
power process plant, DNP is a well- 
developed protocol to be applied in the 
Supervisory Control and Data Acquisition 
(SCADA) system but the system control 
centre and Remote Terminal Units (RTUs) 
are presently connected through local area 
network The conditions in a process plant 
are harsh and the site is remote. Resources 
for data communication are difficult to 
obtain under these conditions, thus, a 
wireless channel communication through a 
mobile phone is practical and efficient in a 
process plant environments. Since the 
mobile communication industries and the 
public have a strong interest in the WAP 
technology application in mobile phone 
network and the WAP Application 
Programming Interface (API) in power 
industry applications is one of the area 
requires extensive investigation. 
1. Introduction 
Distributed Network Protocol (DNP) is a 
standard-based communications protocol 
developed to achieve interoperability among 
systems operating in a process control 
environment [1,2,3]. DNP has the flexibility 
to support multiple operating modes such as 
poll-response, polled report-by-exception, 
unsolicited responses and peer-to-peer. It 
permits multiple masters and encourages 
distributed intelligence. The DNP Protocol 
stack rides on TCPAP Protocol Suite in 
order to transport the DNP traffic on the 
Internet network using Ethernet and token 
ring local area network as the network 
infrastructure [4]. Thus, DNP is a well- 
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established protocol applied in the SCADA 
system. Its protocol stack has been 
simplified when compared with OS1 seven 
layer model. The three layers of DNP are 
DNP application, DNP transport protocol, 
and DNP link protocol. These three layers 
work together and cannot be separated 
without adding capabilities to a layer that 
are already contained within another layer. 
Issues such as addressing mechanism, error 
detection, message header interpretation, etc 
must be carefully considered when the WAP 
protocol stack is incorporated on top of the 
DNP protocol. Since the Transmission 
Control ProtocoVInternet Protocol (TCPAP) 
protocol has already been adopted to the 
DNP messages, the DNP can function 
efficiently in the LAN configuration. This 
indicates that the DNP can be implemented 
in the WAP architecture in the HyperText 
Transfer Protocol (HTTP) Internet service. 
The DNF’ code is designed for serial channel 
implementation, thus in the wireless 
environment, the packet size and the data 
frame interrogation should take into account 
of the line drop and airlink time disruption 
factors. It is recommended the Wireless 
Session Layer and Wireless Transport Layer 
Security to oversee these factors when the 
DNP is integrated to the WAP architecture. 
In a point-to-point serial channel, DNP 
devices are protected from hostile access by 
the physical nature of the connection. If 
DNP is going to be transported over the 
WAP architecture, a method for controlling 
access needs to be defined by the Wireless 
Application Environment in the WAP. Each 
device needs to be configured such that only 
the intended connections are made. This 
requires setting the IP address of the server 
host at the client side and setting the IP 
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address of the client host at the server side. 
The address mapping in the WAP server 
must support the IP address validation to 
clarify the client requests and make the 
appropriate logical port connections [4]. 
However, the server must be possible to 
disable any port connection via 
configuration in case of the unauthorized 
access to the network. The time 
synchronization is another factor to be 
considered in the DNP operating in the 
WAP environment since the delay time are 
not consistent in different areas under the 
bearer network. The time synchronization 
process is also greatly influenced by 
processor speed, interrupt latencies, Internet 
protocol stack design, etc. 
2. Wireless Application Protocol Services 
The WAP server connects WAP-enabled 
terminals to content and applications hosted 
by Web servers and any other servers on the 
Internet or a private Intranet. It provides an 
open architecture for developing new 
bearers. The WAP server also provides an 
open application programming interface 
based on JAVAN servlets, other servlet 
management API , and the WAP protocol 
services. The WAP . server servlet receives 
requests from WAP terminal via the WAP 
server and returns responses to them. The 
WAP connector, WAP filter and WAP 
application are some examples of the WAP 
server servlet. Hence, the WAP server 
hctionality and WAP connectivity 
competence will be carefully looked after. 
The Nokia WAP toolkit will be used to 
investigate the WAP architecture on the 
Internet service and content for mobile 
terminals. WAP application software are 
written, tested, debugged on a PC-based 
simulator of a mobile terminal. The WAP 
applications enable Internet and telephone 
service on digital cellular phones and other 
wireless terminals. The WAP application 
model will run on all carrier networks since 
the WAP protocol is independent of the 
underlying airlink standard and scalable to 
different types of device [5] .  
The WAP toolkit (Nokia WAP toolkit 
version 1.2) is used to write the WAP 
application programs. The software uses the 
Wireless Markup Language Script 
(WMLScript) to establish the WAP 
operations [8,9]. The WMLScript is 
designed for use in wireless, narrowband 
network and it is binary coded for optimum 
transmission efficiency. Most application 
models are in the menu and card deck 
format. Corresponding application is 
selected by scrolling through the WML. card 
deck choices. A large application model will 
use multiple cards in multiple decks. A list 
of libraries will be formed such that it will 
allow the application to access certain 
services of the written program [lo]. 
In relation to the WAP operation, the 
Wireless Application Environment (WAE) 
Architecture will be looked into since the 
WAE architecture includes all elements of 
the WAP architecture related to application 
specification and execution. The WAE 
architecture is predominately focused on the 
client-side aspects of WAP's system 
architecture, namely items relating to user 
programs. It is defined primarily in terms of 
networking schemes, content formats, 
programming languages and shared services. 
Interfaces are not standardised and are 
specific to a particular implementation. This 
approach allows WAE to be implemented in 
a number of ways without compromising 
interoperability or portability. 
3. SCADA Data Format and Network 
Latency 
The way for data exchange between the 
master and RTUs function streamlined with 
the WAP service provided in mobile phone 
operation since they are both operating in 
short packet format. Furthermore, the 
multiplexing technique such as time division 
multiplexing (TDM) and the frequency 
division multiplexing (FDM) enable a large 
number of RTUs messages to be 
multiplexed to the main master in a normal 
exchange mode. Typically, there are three 
modes of message exchange between the 
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WAP server and the SCADA system. 
Firstly, the program in the SCADA system 
interrupts the WAP server each time a 
change in database occurs. Secondly, The 
program in the WAP server queries any 
change of database in the SCADA system 
periodically. Thirdly, the WAP server 
demands a specific change in data at the 
SCADA system through the WAP terminal. 
The latency in the delivery of data across the 
network is low considering the amount of 
data bit to be transported in the network 
versus the network speed (global system for 
mobile communication (GSM) - 9600 bps). 
The main consideration is the line set-up 
time as well as the line stability after it is 
established in the network. At present, there 
is no actual measurement since the proposed 
WAP driver is still under development. The 
situation will be even better when the code- 
division multiple access (CDMA) (3G) 
mobile network is employed in the next 
generation of mobile network. 
4. Extended Operation in SCADA System 
The proposed WAP applications will cover 
the following functions [6,7] when it is 
extended to the power system operation: 
0 Wireless access to Power Company 
Intranet content: The Power company 
secured and private database and 
operation applications can be offered to 
the company field service personnel and 
maintenance staff. This includes the 
SCADA System providing digital and 
analogue data inputloutput, remote 
control facilities to the power generation 
and substations. 
Wireless access to Internet content: 
Different types of information are made 
available to mobile users through 
Internet network. It is through 
immediate interactive access by mobile 
service in case maintenance crises arise. 
All related information regarding the 
types of system faults and related 
operating procedures will be sent to his 
mobile terminal in the first instant. 
5. Conclusion 
The WAP architecture provides an open 
application programming environment for 
defining the WAP server and WAP 
application interface modules. It is used to 
investigate different WAP protocols and the 
Wireless Application Environment on the 
Internet and mobile service for accessing a 
computing system. When applying the 
mobile service to the SCADA system in 
power system operation, the SCADA system 
facilities can be effectively extended. 
Judging the SCADA data format and 
services, the latency of the enriched 
communication network, the encoded WAP 
service to the SCADA system is feasible and 
promising. Eventually, the mobile service 
can be incorporated into the DNP protocol 
to reach and operate the resources available 
in a SCADA system. 
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informed through automatic calling 
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An Overview of the Wireless SCADA Access System 
NOTE: 
I -- 
e.g. http:/lwww.wap43.com/..Jindex.w content and commands between 
WML and binary stream. 
WAP Hosting Server Mobiie ISPs 
WAP Gateway Server Free WAP Hosting: 
Web Server provides 
storage space for WAP 
Hosting with 
ASPPHP-enabled. It 
supplies WML files to 
the Mobile Client and 
messages to the CLP 
Web Server. 
Message Translation: 
Web Server provides storage 
space for CGIIASPIIPHP to 
translate messages from 
WAP Hosting Server into 





Commands and states are 
routing through the 
Gateway to specific RTUs 
for control and monitoring. querieslrequests from this Agent, 
follows commands by looking up the 
Command Database for exact 
sends back the information or 
acknowledgement accordingly. 
PSTN I m s  
storage of system states: 
State Database stores the latest 
conditions of the power system 
under h e  control and monitoring 
of SCADA. 
storage O f p n d e f i n e d  sesiff Of 
commands: 
Command Database stores a series of 
predefined operations. RTU 
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